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1.0 Introduction 

The National Construction Authority is committed to protecting your privacy and 

ensuring that personal data is processed in a lawful, fair, and transparent 

manner. The Authority is registered with the Office of the Data Protection 

Commissioner as both a data processor and a data controller, affirming its 

commitment to compliance with the Data Protection Act 2019. This Privacy 

Statement explains the types of personal data the Authority collects, how it is 

processed, and the purposes for which it is used. 

This statement applies to all stakeholders and interested parties who access or 

use the Authority’s online and on-premise services, as well as visitors to any of 

our offices. In the event of any inconsistency between this Privacy Statement and 

other related notices, this statement shall prevail. 

2.0 Definitions 

For the purposes of this Privacy Statement, references to: 

2.1 “You” means:  

2.11 Customer- Any individual or entity who apply for any of the 

Authority’s services, accesses the Authority’s website or online portals, 

or uses any services provided by the National Construction Authority. 

 2.12 Service Provider - any individual or entity contracted by the 

Authority to supply goods or services. 

2.13 Visitor - Any natural person who gains access to any National 

Construction Authority premises. 

2.14 Employee – any person employed for wages or a salary by the National 

Construction Authority, including an apprentice or indentured learner. 

2.15 Consultant – Any professional whose details are submitted to the 

Authority systems by a customer during service applications 
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2.2 “NCA”, “Authority”, “we”, “us”, “our” or “ours” refer to the National 

Construction Authority. 

2.3 “Includes” means that the items or examples that follow are not exhaustive. 

The examples provided are illustrative and do not represent the only situations 

or items covered by the meaning of the text. 

2.4 “Data” means information which - (a) is processed by means of equipment 

operating automatically in response to instructions given for that purpose; (b) is 

recorded with intention that it should be processed by means of such equipment; 

(c) is recorded as part of a relevant filing system; (d) where it does not fall under 

paragraphs (a), (b) or (c), forms part of an accessible record; or (e) is recorded 

information which is held by a public entity and does not fall within any of 

paragraphs (a) to (d). (As per Section 2 of the Data Protection Act 2019.) 

2.5 Personal Data means any information relating to an identified or 

identifiable natural person. This includes information such as a person’s 

name, national identity card number, email address, contact details, or any 

other information that can be used to identify an individual. 

 2.6 Sensitive Personal Data refers to personal data that reveals or relates to 

an individual’s race, health status, ethnic or social origin, conscience, beliefs, 

genetic data, biometric data, property details, marital status, family details 

(including information about children, parents, or spouse(s)), sex, or sexual 

orientation. 

3.0 Statement Details 

3.1 Collection of personal Data 

We collect your Personal Data with your knowledge and consent when you 

interact with the National Construction Authority in the course of accessing our 

services or engaging with the Authority. Such instances include, but are not 

limited to, the following: 
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3.1.1 When you apply for services offered by the Authority, including 

contractor registration and renewal services, project registration, 

accreditation of construction workers, compliance activities, and any other 

regulatory or approval services provided by the Authority. 

3.1.2 When you request information about the Authority’s services, 

submit inquiries, lodge complaints, or seek assistance through our 

customer support channels. 

3.1.3 When you visit, access, or interact with any of the Authority’s offices, 

buildings, websites, portals, or other digital platforms. 

3.1.4 When you are identified as a next of kin, referee, guarantor, or 

authorized representative in relation to a customer, contractor, supplier, 

or employee interacting with the Authority. 

3.1.5 When you apply for employment, internship, attachment, or 

consultancy opportunities with the Authority. 

3.1.6 When you are employed in the Authority, we collect and process your 

personal data for purposes related to employment administration, 

including maintaining employee records, payroll processing, benefits 

administration, performance management, internal communication, 

security access, and compliance with applicable employment and 

regulatory requirements. 

3.1.7 When you interact with the Authority as a supplier, service provider, 

consultant, contractor, or partner, including during procurement and 

contract management processes. 

3.1.8 When you participate in Authority initiatives such as training and 

capacity building programs, accreditation, compliance activities, 

stakeholder engagements, public participation forums, surveys, 

workshops, conferences, or other events organized by the Authority. 
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3.1.9 We may also collect personal data from other lawful sources, 

including government agencies, regulatory bodies, law enforcement 

agencies, and organizations involved in fraud prevention or verification 

processes, where permitted by law. 

3.2 What Information is Collected 

The Authority may collect and store various categories of personal data about 

you. This information may include, but is not limited to, the following: 

3.2.1 Identity Information – This includes your name, postal and physical 

address, location, telephone number, national identity card or passport 

details, date of birth, email address, and other identification details 

necessary for recruitment, service delivery and regulatory purposes. 

3.2.2 Financial Information – This may include payment details such as 

bank account information, SWIFT codes, or other banking information 

where required for payments, refunds, or other financial transactions with 

the Authority. 

3.2.3 Communications with the Authority – This includes records of your 

interactions with us when you contact the Authority through telephone, 

email, official portals, social media platforms, or other communication 

channels. Such interactions may be recorded or documented for service 

quality, training, compliance, and record-keeping purposes. 

3.2.4 Biometric and Access Control Information – Where applicable, we 

may collect biometric information or access control data when you visit or 

access certain NCA premises or systems, for identification, authentication, 

and security purposes. 

3.2.5 Video Surveillance Data – The Authority utilizes Closed-Circuit 

Television (CCTV) systems across its premises to enhance security and 

safety. CCTV cameras are strategically installed to support crime 

prevention, protect staff and visitors, and safeguard Authority assets. 
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3.2.6 Visitor Information – When you visit NCA premises, we may collect 

and record information in visitor registers, including your name, 

organization or institution, contact details, vehicle registration number, 

national identity details, and your signature for security and access 

control purposes. 

3.2.7 Photographs, Video and Audio Recordings – The Authority may 

collect photographs, video recordings, or audio recordings during 

compliance inspections, accreditation processes, site visits, and other 

regulatory activities. Photographs and videos may also be captured during 

official meetings with the Authority, conferences, trainings, workshops, 

stakeholder engagements, public participation forums, and other events 

organized or facilitated by the Authority. 

3.2.8 Signatures and Registration Records – We may collect and store your 

signature and other registration details when you sign attendance 

registers, compliance forms, accreditation documents, or other official 

records required for service delivery or regulatory processes. 

3.2.9 Network and System Usage Information – When you access NCA 

digital services or guest Wi-Fi networks, we may collect limited technical 

information such as email address, device identifiers (including MAC 

address and visitor name), login credentials issued to you, and usage logs 

such as duration of access and network traffic information for security, 

monitoring, and system administration purposes. 

3.2.10 Cookies and Website Usage Information – When you visit the 

Authority’s website or online portals, we may automatically collect certain 

technical information through cookies and similar technologies. This may 

include your IP address, browser type, device information, pages visited, 

and browsing activity.  
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3.2.11 Sensitive Personal Data – Where legally required or expressly 

permitted, the Authority may collect sensitive personal data as defined 

under clause 2.6 above, including health status, biometric data, and 

family details. Such data is processed only to the extent necessary and in 

strict compliance with the Data Protection Act 2019. 

3.3 Use of Information 

We may process your personal data for the following purposes: 

3.3.1 Service Delivery and Regulatory Functions – To process applications 

and deliver services provided by the Authority, including contractor 

registration and licensing, project registration, accreditation and 

registration of construction workers and skilled labour, compliance 

inspections, and other regulatory services administered by the Authority. 

3.3.2 Processing Payments and Financial Transactions – To process 

payments, refunds, and other financial transactions relating to services 

offered by the Authority, including registration fees, accreditation fees, 

training fees, and other statutory charges, using payment information 

such as credit/debit card details or banking information where applicable. 

3.3.3 Communication and Customer Support – To manage 

communication with you, respond to inquiries, process complaints, and 

provide support services. This may involve processing interactions through 

telephone calls, emails, online platforms, social media, or other 

communication channels to enhance service delivery and resolve issues 

efficiently. 

3.3.4 Security and Access Control – To maintain the safety and security 

of our premises, staff, visitors, and assets through the use of visitor 

registers, access control systems, and CCTV surveillance. 

3.3.5 Compliance Monitoring and Regulatory Enforcement – To conduct 

compliance inspections, accreditation processes, site visits, investigations, 
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and other regulatory oversight activities necessary to ensure adherence to 

construction industry standards and legal requirements. 

3.3.6 Training, Capacity Building and Stakeholder Engagement – To 

organize and administer conferences, training programs, workshops, 

public participation forums, and stakeholder engagement activities, 

including maintaining attendance records and documenting events 

through photographs, video recordings, or other media where appropriate. 

3.3.7 Communication and Awareness – To keep you informed about the 

Authority’s services, regulatory updates, training opportunities, industry 

guidelines, and other relevant information that may be of interest to 

stakeholders. 

3.3.8 Legal and Regulatory Compliance – To comply with applicable legal, 

governmental, and regulatory requirements, including obligations under 

relevant laws, regulations, and directives governing the Authority’s 

operations. 

3.3.9 Research, Statistics, and Policy Development – To conduct research, 

statistical analysis, surveys, and other studies aimed at improving service 

delivery, informing policy decisions, enhancing regulation of the 

construction industry, and supporting scientific or industry-related 

research. 

3.3.10 Publicity and Communication – Where you attend conferences, 

trainings, workshops, stakeholder engagements, or other events organized 

or sponsored by the Authority, photographs or video recordings of the 

event may be taken. These images or recordings may be used in press 

releases, publications, reports, newsletters, the Authority’s website, or 

official social media platforms to share information about the event and 

the Authority’s activities. 
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3.3.11 Recruitment and Applicant Screening – Where you apply for 

employment, internship, or consultancy opportunities with the Authority, 

your personal data may be processed for recruitment purposes, including 

applicant screening, reference checks, and background verification where 

appropriate. 

3.3.12 Employee Administration and Management – Where you are an 

employee of the Authority (including contracted staff), your personal data 

may be processed to create and maintain employment records within the 

Authority’s systems to support human resource management, 

performance monitoring, payroll processing, and other administrative 

functions during the course of employment. 

3.3.13 Governance and Corporate Records – Where you serve as a member 

of the Board, committee member, or hold a governance role within the 

Authority, your personal data may be processed to maintain official 

records necessary for governance, administration, and statutory 

compliance. 

3.3.14 Supplier and Contractor Management – Where you provide goods 

or services to the Authority, we may process your personal data for 

procurement processes, due diligence, risk assessment, contract 

management, administrative purposes, and payment processing. 

3.3.15 Aggregated Data for Research and Reporting – The Authority may 

generate and share aggregated or anonymized data that does not identify 

any individual, for research, statistical, reporting, or policy development 

purposes. 

3.3.16 Fraud Prevention and Investigation – To prevent, detect, 

investigate, and address fraud, misconduct, or other unlawful activities, 

and where necessary to support recovery of outstanding payments or 

debts owed to the Authority. 
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3.3.17 Website Functionality and Analytics (Cookies) – To enhance the 

functionality and performance of the Authority’s websites and online 

portals through the use of cookies and similar technologies. Cookies help 

us remember user preferences, analyze website traffic and usage patterns, 

improve user experience, and ensure the security and proper functioning 

of our online services. 

3.4 Categories of Personal Data 

The National Construction Authority may process different categories of personal 

data as defined under the Data Protection Act, 2019. These categories may 

include personal data and sensitive personal data depending on the nature of 

your interaction with the Authority and the services you access. 

3.5 Lawful Basis for Processing Your Information 

The Authority processes personal data in accordance with the lawful bases 

provided under the Data Protection Act, 2019. Your personal data may be 

processed on one or more of the following grounds: 

3.5.1 Performance of a Contract – Where processing is necessary to fulfill 

a contract or service you have requested from the Authority. 

3.5.2 Legal Obligation – Where processing is necessary for the Authority 

to comply with legal or regulatory obligations.  

3.5.3 Public Interest or Official Authority – Where processing is necessary 

for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the Authority.  

3.5.4 Legitimate Interests – Where processing is necessary for the 

legitimate operational interests of the Authority, provided such interests 

do not override your fundamental rights and freedoms.  

3.5.5 Consent – Where you have provided consent for the Authority to 

process your personal data for a specific purpose.  
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3.5.6 Vital Interests – Where processing is necessary to protect your vital 

interests or those of another natural person.  

3.6 Retention of Data 

The Authority will retain your personal data only for as long as necessary 

according to the Public Archives and Documentation Service Act (Cap 19, Laws 

of Kenya), The Data Protection ACT, 2019, NCA’s records management policy 

and other applicable policies to fulfil the purposes for which it was collected, 

including compliance with legal, regulatory, tax, or reporting obligations. 

In cases of complaints, disputes, or potential litigation, your data may be 

retained for a longer period to ensure proper resolution. 

When determining retention periods, the Authority considers factors such as the 

nature and sensitivity of the data, potential risks, whether the same purpose can 

be achieved by other means, as well as internal policies and applicable legal 

requirements. 

Data that has been anonymized and can no longer be linked to an individual 

may be retained indefinitely for statistical, research, or reporting purposes. 

In line with Section 39 of the Data Protection Act 2019, which encourages 

specificity in retention periods, the Authority sets out the following indicative 

timelines by data category: CCTV footage is retained for thirty (30) days, unless 

required in connection with an ongoing investigation or legal matter; visitor log 

records are retained for one (1) year; employee personal data is retained for the 

duration of employment and for ten (10) years thereafter, in accordance with 

applicable employment and tax legislation; and contractor or supplier records 

are retained for ten (10) years following conclusion of the contract. These periods 

are subject to periodic review and may be extended where required by law or 

legitimate operational need. 
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4.0 Disclosure of Information 

4.1 Any request for disclosure of your personal data will be assessed in 

accordance with applicable legal and regulatory requirements. The Authority will 

review each request and may decline to share information if the request does not 

comply with the law. 

4.2 We may disclose your personal data to: 

4.2.1 Law enforcement agencies, regulatory authorities, courts, or other 

statutory bodies where disclosure is required by law and in compliance 

with the proper legal mandate. 

4.2.2 Our associates, service providers, software developers, or agents 

involved in delivering NCA services and programs. 

4.2.3 Agencies involved in fraud prevention, anti-money laundering, or 

other compliance-related functions. 

4.2.4 Publicly available or restricted government databases for identity 

verification and regulatory compliance purposes. 

4.2.5 Survey or research agencies conducting studies on behalf of NCA. 

4.2.6 Any other person where the Authority determines disclosure is 

legitimately necessary to fulfil its functions. 

4.3 We will not release personal information to individuals or entities acting 

beyond their lawful mandate. 

4.4 We will obtain your express consent before sharing your personal data with 

any third party for direct marketing purposes. 

5.0 Accessing and Updating Your Information 

You may update your personal information by visiting any NCA office or 

contacting us via email at dpo@nca.go.ke. This allows you to update your contact 

details, registration information, or other personal data at any time. 
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6.0 Safeguarding and Protection of Information 

The Authority has implemented technical, physical, and operational measures 

to protect the confidentiality, integrity, and security of personal data. These 

measures specifically include: (a) access controls and user authentication 

mechanisms; (b) secure storage systems and databases; (c) confidentiality 

obligations binding on all employees and service providers; and (d) regular 

monitoring, audits, and staff awareness programs on data protection obligations. 

7.0 International Data Transfers 

From time to time, your personal data may be transferred outside the Republic 

of Kenya. When this occurs, the Authority ensures that your information is 

protected in accordance with applicable data protection laws. In particular, and 

in line with Section 49 of the Data Protection Act 2019, the processing of 

sensitive personal data outside Kenya shall only be done upon obtaining the 

express consent of the data subject and confirmation that appropriate 

safeguards are in place. 

8.0 Your Rights 

Subject to legal and contractual exceptions, you have the following rights under 

data protection law: 

8.1 Right to be Informed – You have the right to be informed that we are collecting 

your personal data and the purposes for which it is being collected. 

8.2 Right of Access – You have the right to access the personal data we hold 

about you and request information about how it is being processed. 

8.3 Right to Correction – You have the right to request that we correct any 

personal data that is inaccurate, incomplete, or outdated. 

8.4 Right to Data Portability – You have the right to request the transfer of your 

personal data in an electronic, structured, and commonly used format. 
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8.5 Right to Erasure – You have the right to request that NCA erase your personal 

data. Please note that the Authority may continue to retain your information 

where required by law or where it is entitled to do so for legitimate purposes. 

8.6 Right to Object and Withdraw Consent – You have the right to object to the 

processing of your personal data or withdraw consent where processing is based 

on your consent. NCA may continue to process your data if there is a legal 

obligation or legitimate reason to do so. 

8.7 Right to Restrict Processing – You have the right to request restricted 

processing of your personal data, including objecting automated processing. 

Please note that NCA may still be entitled or legally obligated to continue 

processing certain data despite your request. 

To exercise any of these rights, please contact the Authority at dpo@nca.go.ke. 

We aim to respond to all legitimate requests within a reasonable timeframe. For 

complex or multiple requests, we will notify you and keep you updated on 

progress. 

9.0 How to Contact Us 

For questions or concerns about how your personal data is processed, you may 

contact our Data Protection Officer: 

Data Protection Officer 

Email: dpo@nca.go.ke 

Address: KCB Towers 9th Floor. 

P.O. Box 21046 – 00100, Nairobi 

Website: www.nca.go.ke 

10.0 Changes to this Statement 

We may update this Data Privacy Statement from time to time to reflect legal, 

operational, or regulatory changes. Updated versions will be made available 

through appropriate channels, including the Authority’s official website and 

mailto:dpo@nca.go.ke
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notice boards. Data subjects are encouraged to review this Statement 

periodically to remain informed of any changes. 

 

 

 

 


